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1
Decision/action requested

This contribution discusses the security concetns for dual 3GPP access.
2
References

[1]
3GPP TR 22.841 v1.1.0: "Study on Upper layer traffic steer, switch and split over dual 3GPP access."
3
Rationale

3.1
General
TR 22.841 captures a set of use cases and potential service requirements related to 5G system support of traffic steering, switching and splitting of UE’s user data (pertaining to the same data session), across two 3GPP access networks. With the considering of a single PLMN subscription, different scenarios are proposed for dual 3GPP access:

-
same PLMN,

-
two PLMNs,

-
between a PLMN and an NPN.

SA2 is planning to study the enhanced 5G system architecture for supporting access traffic steering, switching and splitting over two 3GPP accesses. To be more specific, how an MA PDU Session can simultaneously support two 3GPP access paths using the same 3GPP subscription credentials will be studied and addressed, which may include following main tasks:
-
How to select the second PLMN network in case of two PLMNs.
-
Enhancement in registration and session management procedure.

-
Enhancement in connection and mobility management.

-
Enhancement in policy and charging control.

-
How to route the traffic of the MA PDU Session towards the PSA UPF.
3.2

 Potential security concerns 
While the traffic steering, splitting, and switching of user data over two 3GPP accesses in the 5G system offer benefits in terms of seamless mobility and resource optimization, there are potential security concerns that need to be addressed to secure the enhanced procedures and ensure the privacy and integrity of user subscription credentials. Since UE has a single subscription credentials to register via the different 3GPP accesses, the single credentials will be used in one AMF or shared between two different AMFs or one AMF and one MME. 
The security concerns exist in folllowing aspects:
-
UE registration scenario:

-
For one AMF case, during the UE registers through the second 3GPP access, the network needs to generate a set of UE securty context for the UE associated with the second 3GPP access path. However, the generation process for this set of security context may be different with exisitng procedures because there is UE security context associated with the first 3GPP access path. Whether to request a new set of UE security context and how to handle the exising UE security context associated with the first 3GPP access need to be studied. 
-
For two AMFs or one AMF and one MME case, apart form the security concerns mentioned in the one AMF scenario, how to negotiate and share the same UE security context between dfferent network elements also need to be considered.

-
UE mobility scenario: As a UE transitions between different RANs and handovers between different gNBs or eNBs, the network element(gNB or eNB) in the new RAN needs to obtain the UE security context. Since there is existing UE security context in the old network element, how the new network element can efficiently get and handle the needed UE context need to be studied. 
4
Detailed proposal

Considering the security risks, SA3 needs to study the security for dual 3GPP access traffic steering, switching and splitting. Therefore, a SID S3-233709 is proposed as a parallel contribution.
